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The Challenge

Burgoynes have an in-depth knowledge of
various fields in Forensics Investigations, which
is why they take their own Cyber Security
seriously.
Burgoynes, founded in 1968, is an international
Partnership specialising in the investigation of
fires, explosions, marine disasters and other
major incidents around the World.
They have eight offices in the UK to provide
comprehensive coverage and a worldwide
presence with offices in Singapore, Hong Kong,
Dubai and Melbourne.
Their Forensic Scientists and Engineers work
with clients across the Legal, Insurance and
Commercial sectors, including Loss Adjusters,
Insurance Brokers, Solicitors, Police Forces, Fire
Brigades etc.
Their Investigators have a wide range of
expertise, including Fire Investigation; Chemical,
Electrical
and
Mechanical
Engineering;
Metallurgy and Materials Science; Road Traffic
Accident investigations.

Burgoynes have multiple offices with Engineers
frequently working remotely and out of office
hours, plus a need to collect and store data. All
this has to be done whilst facilitating assured
workflows with adequate security provisions.
They are also aware of the growing prevalence
of
cyber-attacks,
including
recurring
ransomware attacks as highlighted in the news
e.g. multiple oil transport and storage
companies across Europe had to deal with
cyber-attacks in February 2022 which affected
many depots and in May 2021 a ransomware
attack on the US oil supplier Colonial Pipeline
saw supplies tighten across the US with
multiple states declaring an emergency. The
news provides a salutary lesson when it comes
to making adequate cyber security provisions.

Whilst addressing the cyber security needs of
the IT infrastructure the human element is not
forgotten with staff being frequently briefed so
that they too can be alert to cyber threats.
Keyfort recommends that all staff use the freely
available online awareness training provided by
3
the UK NCSC.

The Result
The Solution
Keyfort works with Burgoynes to provide indepth Cyber Security because no system is fool
proof. Defence in depth is the use of different
successive layers of defence to slow, stop and
eradicate an attack. It is not a new concept; its
use was reported in the defence of the
1
Hierakonpolis region of Egypt in 2900BCE.
The UK National Cyber Security Centre (NCSC)
employs the concept in its advice on how to
2
reduce exposure to a cyber-attack.
The basic controls for Cyber Security are:
• Firewall Management
• Access Rights
• Daily off-site back-up
• Multi-layered Anti Virus
• Software Patch Management
Keyfort and Burgoynes continually work
together to maintain the IT infrastructure and
ensure that its cyber defences are up to date
and evolving to match the evolving cyber
security threats. This includes monitoring,
annually
testing
Disaster
Recovery
arrangements and the use of annual
Vulnerability Scans by Keyfort to understand the
cyber attackers’ view and address any concerns
that arise.
1 https://www.scirp.org/journal/paperinformation.aspx?paperid=70457

2 https://www.ncsc.gov.uk/information/reducing-your-exposure-to-cyber-
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Burgoynes understands the cyber security risks
and working with Keyfort manages those risks
accordingly. They put a lot of emphasis on
training their staff and have policies in place
because they know that all these cyber security
provisions work together to minimise down
time due to cyber-attacks.
'As with any defensive system, you need tools and
knowledge to use those tools. Keyfort provides us
with comprehensive tools tailored for our business
and consistently update our technical staff on how
they use those tools. In turn, we as a company
train our staff on Cyber Security, including via our
online portal. I see Cyber Security as a partnership
between Keyfort, our in-house IT Department and
our Staff. I regard Keyfort as a Trusted Partner and
they act as an essential addition to my
department, providing unbiased advice for the
past 20 years.’

Suresh Sahadeo
IT Manager
Burgoynes
3 https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-

staff-now-available
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